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ABSTRACT influential in determining the control flow of the program and there-

In this paper, we propose a new approach to neutralize attacks that
tamper with critical program data. Our technique uses a sequence
of instructions as a trap against the illicit modification of the critical
data. In a nutshell, we set up a dependency such that the contin-
ued execution of the program is contingent upon the successful
execution of the instruction sequence and the successful execution
of the instruction sequence is contingent upon the integrity of the
critical data. In particular, we discuss a specific implementation
of our technique focusing on a critical data that is often subject
to malicious manipulation: the return address of a function. We
show that our technique can be an effective countermeasure to
defend against attacks that overwrite the return address to divert
control to a malicious code. We further show that our technique
offers significant protection without resorting to complementary
defenses such as ASLR, DEP or StackGuard.

CCS CONCEPTS

« Security and privacy — Mobile platform security; Trusted
computing; Software security engineering.

KEYWORDS

control-hijack; critical instructions; return-address-instruction de-
pendency, code-stack

ACM Reference Format:

Chandra Sharma, Nathan Miller, and George Amariucai. 2020. Neutralizing
Manipulation of Critical Data by Enforcing Data-Instruction Dependency.
In Hot Topics in the Science of Security Symposium (HotSoS °20), April 7-
8, 2020, Lawrence, KS, USA. ACM, New York, NY, USA, 11 pages. https:
//doi.org/10.1145/3384217.3385620

1 INTRODUCTION

Computer software encapsulates several types of critical data that
are of interest to potential attackers. The end effect of manipulat-
ing these data ranges from something simple like allowing access
to a locked software feature to something more intricate like pro-
viding full access to the system. More importantly, these data are
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fore, tampering with them opens up unlimited possibilities. It is,
therefore, imperative that such data be shielded from manipulation.

In this paper, we present a novel approach to effectively de-
fend against attacks that tamper with critical data. Our approach
is centred around the concept of critical instructions, which are
instructions that are used as a trap against the unintended modi-
fication of the critical data. An important characteristic of critical
instructions is that the continued program execution is contingent
upon the successful execution of the critical instructions, which in
our technique is contingent upon the integrity of the critical data.

One type of critical data that receives the attention of most
attackers is the return address of a function. The return address is a
part of the activation record placed in the stack by a function, when
it calls on another function. By manipulating the return address in
the activation record, the attacker is able to redirect the program
execution to an arbitrary address and execute arbitrary code. Such
manipulation of the return address, hence forth referred to as a
return-manipulating attack, is often achieved by means of exploiting
a buffer-overflow vulnerability. The lack of proper bounds-checking
while referencing data in the buffers often allows an attacker to
write data beyond the capacity of the buffer and to the adjacent parts
of the memory allocated for other program data. Such overflows
are quite common in the stack and often the subject of a general
class of attacks known as stack-smashing attacks.

To exemplify a use case of our technique, this paper focuses
on attacks that overwrite the return address with the purpose of
redirecting control flow to arbitrary code. To defend against such
attacks, we enforce a dependency between the return address and
a set of critical instructions. While there are numerous approaches
to enforce such dependency, our example implementation uses a
relatively straightforward approach: upon calling a function, the
instruction sequence responsible for returning back to the caller
is masked with the return address saved on the stack, and placed
on a secondary stack, outside the reach of the attacker. To return
from the callee, the program execution is diverted to the secondary
stack, where the critical instruction sequence is unmasked with
the current value of the return address, and executed. The masking
operation needs to be carried out before an anticipated illicit modi-
fication of the return address, while the unmasking-and-execution
operation after the illicit modification, but before any significant
damage can be done. It is thus natural to incorporate masking into
the callee function’s prologue, and unmasking in its epilogue.

While the impending discussion will mostly revolve around a
specific implementation of our approach, the underlying princi-
ple can have many different implementations in many different
domains. For example, the concept of critical instructions is not
just specific to x86 programs; the same concept can be applied to
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secure programs for other processor architectures as well. More-
over, although our example implementation uses a simple XOR
mask, our technique is perfectly compatible with more sophisti-
cated encoding-decoding schemes.

The remainder of the paper is organized as follows: Section 2
provides a brief overview on some well-known countermeasures
against the attacks in question, and the limitations of those counter-
measures. Section 3 is divided into several subsections and provides
a detailed exposition of our technique. Section 4 discusses a proto-
type implementation of our technique. Section 5 makes functional
comparison of our technique with other similar techniques. Finally,
Section 6 makes concluding remarks and discusses future work.

2 BACKGROUND

Ever since return-manipulating attacks became commonplace, nu-
merous defenses have been proposed to neutralize them. While
an ideal defense would offer a complete solution that is provably
secure, that incurs negligible overhead and that can be deployed
without significant changes to the hardware and software, it is hard
to find such a solution under real world constraints. As a conse-
quence, existing defense strategies are based on some tradeoffs.
Here, we discuss some of the countermeasures and highlight the
tradeoffs they make.

Address Space Layout Randomization (ASLR) encompasses
those countermeasures that randomize the base address of criti-
cal program sections when the program is loaded in the memory.
By randomizing the base address of the code section, data section
and the stack region independently, ASLR aims to break the exe-
cution flow required for a successful exploit by making it harder
for the attacker to pin-point the exact location of the exploit code.
Shacham et al. [15] studied the effectiveness of the ASLR system
and concluded that, in many cases, it is fairly easy to brute-force
past this defense. The security flaw of ASLR stems from the fact
that the randomization of addresses is limited to the address space
available. Furthermore, not all bits can be used for randomization
due to various constraints — e.g., some randomized program seg-
ments must align to a page-boundary. The fact that the address
bits available for randomization usually form a proper and rather
small subset of the entire address poses serious problems, especially
for 32-bit architectures. In recent years, numerous enhancements
for the ASLR system have been proposed, particularly focusing
on fine-grained randomization to increase the entropy. Address
Space Layout Permutation (ASLP) [13] is one such defense strat-
egy that builds upon ASLR. Essentially, ASLP achieves fine-grained
randomization by randomly reordering functions within the code
segment and data objects within the data segment. Another defense,
dubbed Instruction Location Randomization [11] randomizes
the location of every instruction in the memory. Although this class
of defenses look like a promising solution to the problem at hand,
the attack models for these defenses fail to account for multiple
memory disclosure vulnerabilities. Consequently, these defense
strategies have been the subject of successful memory disclosure
attacks [17].

StackGuard and similar countermeasures [6, 20] make use of
a canary value to detect tampering with the saved return address.
Typically, a canary value is placed between the local variables, and

Sharma, et al.

the saved frame and instruction pointers in the stack. These mea-
sures make the assumption that in order to overwrite the saved
instruction pointer (return address), the attacker must overwrite
the canary, which can be detected. Hence, the canary value is cho-
sen such that it is either hard to replicate (Terminator canary) or,
hard to guess (Random canary and Random XOR canary). The vul-
nerability of the StackGuard and similar countermeasures comes
from the fact that an attacker need not overwrite the canary value
before he can overwrite the saved return address. For example, by
exploiting a format string vulnerability, an attacker can overwrite
the return address without modifying the canary [2]; if the imple-
mentation uses a terminator or a random canary, the tampering
is never detected. Furthermore, implementations that make use of
a random canary or a random XOR canary rely on the secrecy of
some random value that is either used as a canary itself or used to
generate a canary. The implicit assumption is that it is infeasible
for the attacker to know this value. However, Strackx et al. showed
that this assumption does not always hold as the attacker may be
able to retrieve the secret value by exploiting a buffer-overread
vulnerability [19].

PointGuard encrypts all code pointers before storing them in
memory and decrypts them when they are de-referenced [5]. The
encryption-decryption scheme is based on a bitwise XOR operation:
the encryption involves XORing a pointer with a random value
generated at runtime, and the decryption involves XORing the
encrypted value with the same random value. PointGuard makes the
assumption that without the knowledge of the random value used
for encryption, the attacker cannot make a useful prediction about
the decrypted value; if the attacker overwrites an encrypted code
pointer, it is very likely that decryption of the pointer results in an
unexpected value that leads to program crash. The security offered
by PointGuard mostly relies on the secrecy of the random value,
and consequently, PointGuard is also vulnerable to buffer-overread
attacks [19]. Furthermore, since pointers are addresses, encrypted
pointers only offer an entropy of 23 for a 32-bit system. In the
best-case scenario (from the defender’s point of view), the odds
for a successful attack is 1 in 232, However, the odds significantly
improve to 1 in 28, if the attacker only needs to overwrite a byte of
the encrypted pointer [2, 22].

Instruction Set Randomization (ISR) randomizes the instruc-
tion set for every process running on the system [12]. This approach
offers solid protection against code-injection attacks; without the
knowledge of the randomization key, any injected code is most
likely to be treated as invalid. This is analogous to executing ARM
instructions on an x86 processor. Of course, there could be some
instructions that are common to both processors, but any such
instruction will have different semantics and will therefore be un-
likely to do anything meaningful for the attacker. The major flaw
with Instruction Set Randomization is that it incurs high overhead
[22]. Unless natively supported by hardware, such high overhead
makes ISR prohibitively expensive to implement. Software emu-
lated versions of ISR such as Randomized Instruction Set Emulator
(RISE) has been found to be vulnerable to chosen key attacks [21].
Also, ISR inherently does not protect against code-reuse attacks
as any code in the process’ memory will be valid for that process
[18]. In conclusion, the performance limitations of ISR may often
outweigh its security benefits.
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Control Flow Integrity enforces a rule that a program execu-
tion must stick with its Control Flow Graph [1]. By constraining
the control flow to those locations that are determined before the
execution actually begins, CFI aims to mitigate all those attacks that
rely on manipulating the control flow of the program. The Control
Flow Graph is created by taking into account all possible sites of
control transfer; each node in the graph represents a site and an
edge from one node to another represents the control flow from
a source to a destination. The enforced rule requires that every
control transfer during the program execution must correspond
to an edge from a source node to a destination node in the graph.
While CFI promises a great deal of security, it is known to incur
considerable overhead and has some compatibility problems [24]. In
recent years, numerous enhancements to CFI have been proposed
[24, 25], but the security implications of these enhancements are
not very encouraging [8, 10].

Code Pointer Masking (CPM) [14] aims to place a constraint
on the control flow of the application and is therefore a close neigh-
bor of CFIL. By imposing a restriction on the addresses that a function
can return to, CPM offers reasonable protection against attacks that
rely on manipulating the return address to divert the control flow to
arbitrary addresses. CPM takes it even further: it imposes a restric-
tion on all code pointers in addition to the return addresses. It does
this by applying a mask to all code pointers before they are used
for control transfer. For masking the return addresses, the mask is
created by OR-ing all the return sites of the program determined
before the program is executed. The mask for the function pointers,
on the other hand, is created from the addresses of the functions in
the program code. In essence, the mask acts as a filter to limit the
range of addresses to which program control can be transferred.
The security of CPM depends on the effectiveness of the mask,
which in turn depends upon the number of different addresses that
are used to create the mask. Furthermore, the number of overlap-
ping bits in the addresses also accounts for the efficacy of the mask.
For effective protection against return-manipulating attacks, it is
desirable that the program has fewer return sites to limit the range
of the addresses that the function can return to. Unfortunately, such
constraints are often impractical.

Return Address Defender (RAD) [3] and similar countermea-
sures [4, 7, 9, 23] separate critical program data from the main stack
and place them in an alternate memory location. The underlying
design incentive stems from the observation that overflows are
common in the stack and control data are the primary targets. By
separating regular data from control data, these countermeasures
ensure that an attacker is unable to leverage a buffer overflow and
use it to manipulate control structures. More recent defenses of
this type make use of multiple stacks [23], each assigned to hold
different data sets based on criticality. Furthermore, each stack
is protected from the other by using a guard page to ensure that
overflow in one stack does not affect the other. However, all these
countermeasures rely on an assumption that the attacker cannot
access the memory region where the control data are saved. In
practice, such assumptions do not always hold and sometimes a
single indirect pointer overwrite can be exploited to bypass these
defenses [22].
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3 RETURN-ADDRESS-INSTRUCTION
DEPENDENCY

3.1 Overview

Most of the existing defenses involve transforming some address/-
pointer parameter; for example, ASLR randomizes the base address
of the program-segments, ASLP randomizes the address of the
functions, PointGuard encrypts all the pointers with some random
value and Code Pointer Masking masks the code pointers with a pre
determined bit pattern. In general, the address parameter is the pri-
mary subject transformation. By contrast, our proposed technique
takes a different approach, based on the observation that, in the
course of an attack, the normal execution of a program is diverted
right after the victim program executes some pre-determined in-
structions. For example, the execution of the ret instruction by the
victim program is where the normal execution takes the diversion
intended by the attacker. This gives us a new perspective: just as
the integrity of the return address is critical from the defender’s
point of view, the integrity of the ret instruction is critical from the
attacker’s point of view. The ret instruction, in essence, is a bridge
for execution-diversion. Should this bridge collapse, the attack is
essentially thwarted.

The core of our technique is using the ret instruction as a trap,
the bait for which is the return address saved in the stack. This
requires enforcing a dependency between the ret instruction and
the return address such that tampering with the return address will
alter the ret instruction. This technique can be extended further to
incorporate other critical instructions resulting in a long sequence
of critical instructions that must be executed in the unmodified
form for the program to continue. As altering a single bit of the
return address essentially alters the instruction sequence due to
the dependency, if an attacker tampers with the written address,
the program terminates abruptly during the unsuccessful execu-
tion of the instruction sequence thereby, eliminating the attacker’s
prospect of taking control over the victim program. To setup the
dependency, we use the following approach:

o In the function prologue, we encode/mask a sequence of
critical instructions with the return address saved on the
stack.

o In the function epilogue, we decode/unmask the encoded
sequence with the return address available on the stack, and
then proceed to execute it.

e All encoded/decoded instructions are written to a code-stack:
a stack that is set apart for a program to facilitate execution
of temporary code. Our code stack setup will be similar to
that used by Younan et al. [23] in their multi-stack defense
approach and Dang et al. [7] in their parallel shadow stack
setup, one major difference being that our stack will hold
code instead of data. The code stack is, by default, assumed
to be writable+executable.

e Each function will be allocated a stack frame in the code
stack to store the encoded/decoded instructions. The frame
allocated for a function in the main stack will be the same
size as that allocated in the code-stack. The implication is
that a function’s frames will be at a constant offset from one
stack to the other.
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Our approach mandates that if one of the encoded instructions
in the sequence is decoded incorrectly, the resulting instruction
must contribute to breaking the execution flow. To achieve this,
we logically divide the x86 instruction set into two groups. Group
A includes those instructions that the attacker might use to his
advantage. These include all forms of control transfer instructions
such as different variations of jmp, call and ret instructions. Group
B includes all those instructions that do not have any value to the
attacker. We ensure that all unsuccessful decodings (as a result
of tampering with the return address) result in instructions in the
second group. Note that the execution of an unsuccessfully decoded
instruction may not necessarily result in immediate program ter-
mination as the execution may slip to subsequent instructions. A
careful coordination with the subsequent instructions is required
to ensure program termination.

3.2 Attack Model and Assumptions

Before delving into the specifics of our technique, it is important to
define an attack model and make explicit all the assumptions. To de-
fine the security scope of our proposed return-address-instruction
dependency (RAID) approach, we assume that the adversary (a)
cannot manipulate other code pointers, and (b) cannot overwrite
the encoded instructions in the code stack. The first assumption is
simply stating that the RAID technique is designed for, and effective
against, those attacks that overwrite the return address to manip-
ulate the control flow of the program. These include attacks that
use a buffer overflow vulnerability, indirect pointer overwriting, or
format string vulnerabilities to overwrite the return address saved
on the stack. We do not include those attacks that manipulate other
code pointers to hijack control, although we believe it is possible to
extend our approach to protect against these classes of attacks as
well. Furthermore, although we haven’t accounted for the attacks
that manipulate the frame pointer, it is straightforward to extend
our approach to protect against those attacks as well. The second
assumption is rather realistic, and very commonly employed (either
explicitly or implicitly) in the literature [3, 4, 9, 23].

To establish that the RAID technique offers significant protection
without resorting to secondary defenses, we also need to clarify
the following allowances. (1) There needs be no canary in place,
and thus the adversary can freely overwrite the return address. (2)
ASLR may be turned off or on, at the preference of the adversary.
(3) The adversary knows what set of instructions are encoded by
RAID. (4) The adversary knows the return address used to encode
those instructions. (5) The adversary knows the algorithm used to
encode/decode the instructions.

3.3 Enforcing Dependency with the ret

Instruction

We start by considering ret as the only instruction in our instruction
sequence. We now look into techniques to enforce a dependency
between the ret instruction and the return address. As the return
address is four bytes long while the ret instruction is only one byte
in size, it not possible to efficiently enforce bit-to-bit dependency.
At this time, we therefore, consider only the least significant byte
of the return address. We now present an example:
main:

push ebp

mov ebp, esp

Sharma, et al.

call somefunc
add esp, 16
leave

ret

somefunc:
; Get the Least Significant Byte of the return address
mov bl, BYTE [esp]
; Encode the ret instruction (0xC3) with the return address
xor bl, 0xC3
; Write the encoded instruction to code-stack
mov BYTE [ebp+code_stack_offset], bl
; The usual function prologue
push ebp
mov ebp, esp
leave
; Get the Least Significant Byte of the return address
mov bl, BYTE [esp]
; Decode the encoded instruction
xor bl, BYTE [ebp+code_stack_offset]
; Write the decoded instruction
mov BYTE [ebptcode_stack_offset], bl
; Start executing the decoded instruction
lea ebx, [ebp+code_stack_offset]
jmp ebx

Figure 1a and Figure 1b show the code stack right before and
after the execution of somefunc’s modified prologue. Notice that the
code stack is padded with hlt (0xF4) instructions to ensure program
termination if the execution slips. Also, for illustration, we assume
the return address of main is 0x08048024. Notice in Figure 1b that
the XOR operation between the least significant byte of the return
address (0x24) and the ret instruction (0xC3) yields 0xE7.

F4 F4 F4 F4 E7 F4 F4 F4

F4 F4 F4 F4 F4 F4

(a) Code-stack right be-
fore the execution of the

(b) Code-stack right after
the execution of the mod-

modified prologue ified prologue

Figure 1: Code-stack before and after the execution of some-
func’s modified prologue

Now, let us assume that, in between the execution of somefunc’s
prologue and epilogue, the attacker overwrites the return address
with 0x10204354. Notice that the least significant byte of the return
address has changed and therefore, the encoded instruction won’t
decode to the anticipated 0xC3 (the ret instruction). Instead, it
decodes to 0xB3, the result of XOR between 0xE7 and 0x54.

After the function epilogue decodes the encoded instruction, the
execution jumps to the address of the decoded instruction. Note that
the machine code 0xB3F4 translates to the assembly instruction mov
bl, 0xF4 which, in itself, does not terminate the program. Instead,
it lets the execution fall through to the next instruction, the HLT
instruction (0xF4). It is this instruction that terminates the program,
cutting the attacker from taking control.

Although for the values assumed in the previous example the
decoded instruction contributed to the termination of the program,
this may not always be the case. For example, let us assume that
the attacker manages to overwrite the return address (0x08048024)
with 0x10204325. After the encoded byte (0xE7) is decoded with the
illicitly modified least significant byte of the return address (0x25),
it results in 0xC2. Note that the machine code 0xC2F4F4 translates
to the assembly instruction ret 0xF4F4. Clearly, this instruction does
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not contribute to the termination of the program, but rather it
transfers control to the modified return address (and pops 0xF4F4
bytes off the stack in the process). This is what we call a false trap,
to reflect a case where our purported trap fails its purpose.

One way to avoid false traps altogether is to carefully choose
the bits of the instruction sequence that are to be encoded/decoded.
In some cases, it takes exhaustive trial and error to determine all
those bits that can be safely encoded/decoded. In others, superficial
analysis involving common sense is enough. For the ret instruction
(0xC3), we exhaustively tested all possibilities and found that en-
coding/decoding the high nibble (0xC) is optimal. Note that each
nibble corresponds to 4 bits, so this allows for 24 different decoded
values: 0x03, 0x13, 0x23, 0x33, 0x43, 0x53, 0x63, 0x73, 0x83, 0x93,
0xA3, 0xB3, 0xC3, 0xD3, 0xE3 and 0xF3. Figure 4 comprehensively
lists of all possible byte sequence in the code stack when only the
high nibble of the ret instruction is encoded-decoded.

03F4 |addesi,esp |83 F4F4 xor esp, OxFFFFFFF4
F4 hit F4 hit

13 F4 adc esi, esp | 93 xchg ebx, eax

F4 hit F4 hit

23F4 and esi, esp | A3 F4 F4 F4 F4 . mov ds:0xF4F4F4F4, eax
F4

F4 hit hit

33 F4 xor esi, esp | B3 F4 mov bl, 0xF4
F4 hit F4 hit

43 inc ebx C3 ret

F4 hit . s

53 push ebx D3 invalid opcode
F4 hit F4 hit

63 F4 ! arplsp, si E3F4 jecxz -10

F4 hit F4 hit

73F4 i jae-10 F3 F4 repz hit

F4 hit

Figure 2: A listing of all possibilities when the high nibble
of the ret instruction is encoded-decoded

Some interesting facts are revealed by Figure 2. First, some of
the padding hlt (0xF4) bytes are often a part of the operand to
some other instruction. Second, the number of padding bytes (0xF4)
that are treated as an operand to an instruction differs between
different possible instructions; for example, the mov ds:0xF4F4F4F4
instruction takes four 0xF4 bytes as its operand while the inc ebx
instruction takes none. This information is very helpful in deter-
mining the least number of Alt instructions (0xF4s) that must be
appended to ensure that the execution does slip. As it is evident from
the figure, the mov ds:0xF4F4F4F4, takes the maximum number, 4;
therefore, we need a hit sled composed of at least 5 hit instructions
so that at least one of them is spared to halt the execution. We note
that the minimum size of the hlt sled is instrumental in determining
the size of the frame to be allocated for each function.

Yet another interesting observation is that not all instruction
sequences are guaranteed to end up in an hlt instruction. While the
instruction sequence C3 F4 ... (assembly: ret hlt ...) will not reach an
hlt instruction by design, there are two other possible instruction
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sequences that may not end up in an hlit: jae -10 and jecx -10, both of
which jump 10 bytes backward (when the corresponding condition
is true). To prevent execution slip, a fix is to insert a hlt instruction at
the jump offset. This approach, however, imposes a loose restriction
on the length of the critical instruction sequence: in between the
hit sleds, the critical instruction sequence must be at most 10 bytes
in length. As this number is fairly large to suit our needs, we did
not examine the possibilities of circumventing the restriction.

3.4 Enforcing Dependency with the leave
Instruction

Modern compilers for C and C++ languages often generate a leave
(0xC9) instruction right before a ret instruction in the compiled
function. The purpose of the leave instruction is to release the stack
frame just before the callee function returns. An after-effect of the
execution of leave is that it makes the esp point right above (at
one-DWORD-higher address than) the saved ebp in the current
function’s stack frame. The subsequent ret will then pop the value
at that position into the eip register. Unless illicitly modified, this
value is the return address of the calling function. It is thus clear
that leave plays a crucial part in selecting the value that is to be
interpreted as the return address.

The leave instruction is also an interesting candidate for a trap
sequence. Before we dig into the specifics, let’s examine the effect of
leave in the execution of a program by means of a trivial C program
and the corresponding assembly code.

int add(int x, int y) {
int result = x+y;
return result;
3

int main() {
int sum = add(10,20);

return 0;

3

add:
push ebp
mov ebp, esp
sub esp, 4
mov edx, DWORD PTR 8[ebp]
mov eax, DWORD PTR 12[ebp]
add eax, edx
mov DWORD PTR -4[ebp], eax
mov eax, DWORD PTR -4[ebp]
leave
ret

main:
push ebp
mov ebp, esp
sub esp, 4
push 20
push 10
call  add
add esp, 8
mov DWORD PTR -4[ebp], eax
mov eax, 0
leave
ret

Figure 3 shows the layout of the main stack right before the
execution of the leave in the add function.

Now, let’s assume that the leave instruction in the add function is
omitted altogether from the compiled program. When this program
is executed and the execution gets to the ret instruction in the
add function, it will load the value in the result variable into the
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higher
addresses main's
saved ebp frame

sum
20

10
add’s
main's return frame
address
lower

addresses saved ebp

esp — result

Figure 3: Partial stack layout before the execution of leave
in the add function

eip register. Whether or not the execution will terminate depends
on the value of result-one instance where the program is surely
terminated by the operating system is when result holds a NULL
value.

Note that, for our purpose, replacing leave with some other
instruction is equivalent to omitting it altogether — provided, of
course, that the replacing instruction does not modify the stack
pointer and lets the execution fall through to the subsequent ret

instruction.

Before we further examine the possibility of incorporating leave
into our critical instruction sequence, let’s look into the slightly
tweaked assembly code of the add function in the above program.

add:
push ebp
mov ebp, esp
sub esp, 4
mov edx, DWORD PTR 8[ebp]
mov eax, DWORD PTR 12[ebp]
add eax, edx
mov DWORD PTR -4[ebp], eax
mov eax, DWORD PTR -4[ebp]
mov esp, 0
leave
ret

From the normal execution point of view, the two assembly codes
have the same functionality despite the added line of code (marked
in bold). However, for what we’re about to discuss, this change
makes an important difference. Let’s again assume that the leave in-
struction in the add function is omitted from the compiled program.
This time, when the program is executed and the execution gets to
the ret instruction in the add function, the program is guaranteed
to raise a protection fault and terminate.

As we are interested in instructions that do not alter the program
semantics during normal execution but contribute to program ter-
mination in the course of an attack, leave is, therefore, an interesting
candidate for a trap sequence. As we did for the ret instruction, we
ran tests to determine which bits to encode in order to avoid false
traps. In the case of leave (0xC9), we found that encoding-decoding
the low nibble (0x9) is optimal. When the low nibble of the encoded
instruction is decoded, it allows for 16 different possibilities: 0xCO,
0xC1, 0xC2, 0xC3, 0xC4, 0xC5, 0xC6, 0xC7, 0xC8, 0xC9, 0xCA, 0xCB,
0xCC, 0xCD, 0xCE and 0xCF. Figure 4 lists some of the possible byte
sequences in the code stack corresponding to these possibilities.
Note that the first byte corresponds to the leave instruction and the
second byte corresponds to the ret instruction followed by a fixed
number of hlt instructions (although in the figure we’ve opted not
to show the hlt instructions where they are irrelevant).

Sharma, et al.

COC3F4 rol bl, 0xF4 C8 C3 F4 F4 | enter 0xF4C3, OxF4
F4 hit F4 hit
C1C3F4 rol ebx, OxF4 C9 leave
F4 hit Cc3 ret
C2 C3F4 ret 0xF4C3 CAC3F4 retf 0xF4C3
C3 ret cB retf
C4 invalid opcode CcC int3
C3 ret
C5 invalid opcode CDC3 int 0x03
F4 hit
C6 C3F4 mov bl, 0xF4 CE into
F4 hit C3 ret
C7 C3F4 F4 F4 F4 | mov ebx, 0xF4F4F4F4 | C iret

F4 hit

Figure 4: A listing of some possibilities when the low nibble
of the leave instruction is encoded-decoded

We should note that Figure 4 is not a comprehensive listing
of all possibilities. For the sake of brevity, we assumed that the
bits of the return address used to encode/decode the ret (0xC3)
instruction are unmodified, and so we fixed the second byte to
0xC3. A comprehensive listing all the possible byte sequences is
available on the first authors’ website.

Referring to Figure 4, we make few crucial observations. The
shaded rows show the cases where the return address has been
illicitly modified but the execution does not end up in the hlt in-
struction. Clearly, before the execution can get to one of the hilt
instructions, the control is diverted by the execution of a ret, retf
or iret instruction. Essentially, in each case, one of these instruc-
tions has replaced the leave instruction and therefore, its effect is
completely lost when the decoded sequence is executed. Note that
the ret, retf and iret instructions all load the eip register with the
value determined by the esp register, but since there is no leave to
adjust the esp, we cannot make any prediction where the value will
come from. Hence, depending upon the compiler that generated
the compiled code, the popped value may or may not be within
the attacker controlled buffer. To address the potentially security
pitfalls, we tweak the esp register to point to an inaccessible address
(a NULL address) right before the function executes its epilogue.
With this tweak, when the ret instruction tries to pop the return
address off the stack, the CPU will raise a General Protection Fault.
It should be noted that this does not impact the normal execution
of the program (where a leave instruction precedes a ret instruction
in the code stack) as leave will adjust the esp to its correct position.

3.5 Fabricating Critical Instructions

Thus far, we have incorporated into our critical sequence all those
instructions that constitute the function epilogue. Unfortunately,
the two instructions, leave and ret, exhaust the list but only provide
for 8-bit dependency with the return address. Next, we discuss
fabricating other critical instructions, and placing them into the
sequence, so that we can enforce one-to-one dependency with all
the bits of the return address. But before we delve into the details, it
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is important to define certain requisite properties of the fabricated
instructions:

e The fabricated instructions must not break the normal execu-
tion of the program or alter the intended program semantics.

e The fabricated instructions must either break the execution,
or contribute to breaking the execution, when any of the
bits used to encode/decode them is altered. Hence forth, the
instructions that break the execution will be called termi-
nators, and the instructions that contribute to breaking the
execution will be called contributors.

While there are numerous instructions that can be fabricated as
critical instructions, we only examine a few in this paper. We start
off by considering another leave instruction, as we have already
analyzed the security implications of using it as a trap instruction
and found it to be a perfect fit. As the functionality of leave is to
release a function’s frame, we cannot, however, incorporate another
leave into our sequence without first fabricating a fake function
frame. For this part, we’ll jump directly to an example of fabricating
a fake function frame and skip trivial details.
add:

push ebp

mov ebp, esp

sub esp, 4

mov edx, DWORD PTR 8[ebp]

mov eax, DWORD PTR 12[ebp]
add eax, edx

mov DWORD PTR -4[ebp], eax
mov eax, DWORD PTR -4[ebp]
sub esp, someOffset

push ebp

mov ebp,esp

mov esp, @

leave

leave

ret

The above code is a slightly modified version of the add function
we used as an example in the previous section. The lines marked
in bold reflect the code that creates and releases the fake function
frame. The assembly instructions mov esp, 0 and sub esp, someOff-
set ensure that the stack pointer is outside the current function’s
frame when the execution gets to the first and the second leave
instructions, respectively. Clearly, the value for someOffset must be
chosen by the compiler during program compilation.

It is fairly intuitive that the fabricated leave does not alter the
program semantics. Unfortunately, it cannot be relied upon for
program termination following the tampering with the return ad-
dress. To elucidate, let us assume that the first leave instruction in
add’s epilogue is replaced with some other instruction that lets the
execution fall through to the second leave instruction. After the
replacing instruction is executed, the execution will simply move to
the second leave instruction. Figure 5a shows the stack layout right
before the execution of the second leave. Now, when the second
leave is executed, it will position the stack pointer to the address of
the last saved frame pointer as shown in Figure 5b. When the subse-
quent ret is executed, it will interpret the saved frame pointer as the
return address and start executing data in the stack as instructions.
Since the data in the stack is most likely controlled by the attacker,
he is able to execute arbitrary code. It is therefore apparent that
adding another leave instruction in our sequence is a bad idea.

It is interesting that although one instance of the leave instruc-
tion can be used as a critical instruction, multiple instances of the
same instruction are not necessarily appropriate for the same use.
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This leads us to another significant finding: the instruction(s) pre-
ceding the candidate instruction and the instructions(s) following
the candidate instruction also determine the efficacy of the candi-
date instruction for use as a critical instruction. In general, if the
instruction is a terminator, its effectiveness is determined by the
instruction(s) preceding it. This is because the effect of executing
an instruction, critical or otherwise, is dependent on the execution
environment set by the preceding instructions. For instance, the
value popped in the eax register during the execution of the pop
eax instruction depends on the position of the stack pointer, which
in turn depends on the execution of one or more preceding instruc-
tions that manipulate the esp register. On the other hand, if the
instruction is a contributor, its effectiveness is determined both by
the instruction(s) preceding it (if there are any) and the instructions
immediately following it. For instance, the ret instruction which
we discussed earlier is a contributor, so it relies on the following hlt
instruction(s) to terminate the execution when incorrectly decoded.

higher higher
addresses main’s addresses main's
H saved ebp frame i - saved ebp frame
sum sum
20 : 20
10 ] 10
add's i add's
main's return frame : main’s return frame
address : address
saved ebp -}~ saved ebp
result result
fake | fake
frame ' frame
saved ebp ... saved ebp |«-|--esp
' i
lower lower
addresses addresses
0x00000000 ~—esp 0x00000000

(a) Stack layout before the exe-
cution of the second leave

(b) Stack layout after the exe-
cution of the second leave

Figure 5: Partial stack layout corresponding to two execu-
tion points in the add function’s epilogue

Although the fabricated leave instruction, on its own, cannot be
used as a critical instruction, it may be possible to pair it with some
other instruction and produce a critical pair of instructions. Simple
intuition suggests that the other instruction must relate to the leave
instruction, or else there is no point of pairing them. Essentially,
we need to instantiate a dependency between the leave instruction
and the other instruction. Without discussing too many specifics,
let us look at one such instruction by means of an example:
add:

push ebp
mov ebp, esp

sub esp, someOffset
push ebp

mov ebp,esp

mov esp, @

inc ebp

dec ebp

leave

leave

ret

In the above example, we fabricated a dec ebp(0x4D) instruction

in the add function we defined earlier. The dec ebp and leave instruc-
tions are related in the sense that dec ebp decrements the frame
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pointer which is the implicit operand to the leave instruction. In
the example, we also added a complementary instruction, inc ebp,
to ensure that the program semantics are preserved.

Before discussing the aptness of the dec ebp instruction for inclu-
sion in the sequence of critical instructions, we make a note that
although the fabricated leave instruction is a part of the critical
instruction pair, it will not be encoded/decoded as we found it to be
insecure for our purpose. The functionality of the fabricated leave
is, therefore, similar to that of a hlt instruction in our sequence:
the instruction itself won’t be used to enforce a dependency with
the return address but will be a part of the instruction sequence
to break the execution flow when some other instruction is incor-
rectly decoded. However, unlike the hlit instruction, the fabricated
leave instruction will be executed during a normal execution of the
program.

higher
addresses main's
higher | ~ saved ebp frame
addresses main's i
! - saved ebp frame ! sum
sum é 20
20 i 10
add's
10 ! main's return frame
5 add's address
main’s return frame
address -, saved ebp
- saved ebp result
result 00000000
00000000 .
00000000 fake .
e
00000000 frame 00000000 fake
frame
00000000 . ebp saved ebp
lower
saved ebp addresses
lower
addresses
0x00000000 ~—ebp
0x00000000 ——esp

(b) Stack layout after the exe-
(a) Stack layout before the exe- cution of the fabricated leave
cution of the dec ebp instruction
Figure 6: Partial stack layout corresponding to two execu-

tion points in the add function’s epilogue

Figure 6a shows the partial stack layout right before the exe-
cution of the dec ebp instruction in the add function. We should
note that for this part, we’re assuming that whenever a fake func-
tion frame is created, its contents are cleared to zeroes. This is a
fairly practical assumption as the compiler can easily be tweaked
to attain this effect. Next, to examine the effect of incorrectly de-
coding the dec ebp instruction, we will assume that it is replaced
with some other instruction that lets the execution fall through
to the fabricated leave instruction. Now, let us examine the stack
layout after both the replacing instruction and the fabricated leave
instruction are executed. Figure 6b shows the partial stack layout
after the execution of the fabricated leave instruction but before the
execution of the next leave instruction. At this point, we request
the readers to keep track of the stack and the frame pointers while
we consider two possibilities.

First, we’ll assume that the following leave and ret instructions
are unmodified-as in the case where these instructions are correctly
decoded because the bits of the return address used to encode them
are not tampered with. In this case, when the second of the leave
instructions is executed, the program will raise a protection fault
and terminate. It is immediately obvious that the fabricated leave
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instruction itself is not the one terminating the execution, rather
it serves to alter the execution state which causes the next leave
instruction to raise a protection fault.

The next possibility is when one or both of the trailing leave and
the ret instructions are modified—that is, when these instructions
are incorrectly decoded because the bits of the return address used
to encode them are tampered with. Assuming four bits of each of
the dec ebp, leave and ret instructions are encoded-decoded, analyz-
ing if tampering with the return address breaks the execution will
generally require analyzing 2!2 possibilities. This is due to the fact
that the execution of an instruction may alter the execution envi-
ronment for the subsequent instructions. Further, when one of the
instructions is incorrectly decoded, the resulting instruction may
take the following instructions as its operands, and since the x86
architecture provides for variable length instructions, this makes
it difficult to ascertain the number of following instructions that
will be interpreted as operands. Fortunately, the need to test for
all 2!2 possibilities can be greatly reduced by grouping the many
resulting instructions into equivalence classes, such that all the
instructions in one equivalence class have a similar effect on the
program execution. For instance, if a critical instruction X decodes
to one of the instructions in the set A = {inc eax, inc edx, inc esi},
and if a critical instruction Y decodes to one of the instructions in
the set, B = {leave, ret, retf, iret}, then the effect of the execution of
any of the instructions in Set A is orthogonal to the effect of the
execution of any instruction in Set B. For our security evaluation,
only one of the instructions in Set A needs to be considered. Of
course, if the sequence contains a third critical instruction, say Z,
then we need to consider X, Y and Z together to determine the
equivalence classes.

After running comprehensive tests to determine which bits of
the dec ebp can safely be encoded (and subsequently decoded), we
found that encoding the lower nibble of the dec ebp instruction is
optimal for our purpose. Figure 7 shows all possibilities when the
lower nibble of the dec ebp instruction is decoded.

40 inceax |48 |deceax |44 lincesp |4C |decesp
C9 | leave C9 | leave C9 | leave C9 | leave
C9 | leave C9 | leave C9 | leave C9 | leave

41 incecx |49 dececx |45 !incebp |4D |decebp
C9 | leave C9 |leave C9 |leave C9 |leave
C9 | leave C9 |leave C9 |leave C9 |leave

42 incedx |4A 'decedx |46 'incesi 4E ' decesi
C9 leave C9 'leave C9 'leave C9 'leave
C9 !leave C9 |leave C9 !leave C9 leave

43 incebx |4B .decebx |47 iincedi 4F i dec edi
C9 leave C9 leave C9 leave C9 leave

C9 leave C9 ' leave C9 ileave C9 leave

Figure 7: A listing of all possibilities when the low nibble of
the leave instruction is encoded-decoded

Referring to Figure 7, we see that all the instructions reflecting
the incorrectly decoded dec ebp instruction are single-byte instruc-
tions and therefore do not take any subsequent bytes as operands.
Further, most of these instructions manipulate the general purpose
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registers and have orthogonal effects to the execution of the incor-
rectly decoded leave and ret instructions. It is also apparent that
none of the resulting instructions cause immediate program termi-
nation when executed. Rather, they let the execution slip through to
the following leave instruction. However, none of these instructions
are control transfer instructions, and by following the execution
flow and the stack pointer, we can see that in all cases, the execution
is terminated upon the execution of one of the following leave, ret
or, hit instructions. Of course, when all the encoded instructions are
correctly decoded, the execution continues normally without any
change in the intended program semantics, which is desirable. We
conclude that the dec ebp can safely be used as a critical instruction.

An interesting aspect of our technique is that, even when an
instruction can not be used to enforce dependency with the return
address, it may still be possible to use it as a critical instruction by
setting up a dependency with some other instruction. In essence,
we can create a complex dependency chain where the dependency
from one instruction can be passed down to some other instructions.
Furthermore, the same technique can be used to fabricate other
critical instructions to extend the protection to all 32 bits of the
return address. In fact, the leave instruction can be linked to multiple
instances of the dec ebp instruction, and following our previous
observation that the dec ebp instruction can be encoded in such
a way that it decodes to a single byte instruction, it is possible to
incorporate multiple instances of the dec ebp instruction into our
sequence and use them as critical instructions.

4 IMPLEMENTATION

We developed a prototype implementation of RAID for the x86 ar-
chitecture. The end product of our implementation is a C-compiler,
ucc_raid, designed to run on Linux machines. Like its parent com-
piler, ucc[16], it only supports a subset of C-89 standard. We note
that our implementation is only meant to serve as a proof-of-concept,
and hence, inherently suffers from several limitations. One such
limitation is that the implementation only protects 12 bits of the
return address. More importantly, our implementation is not opti-
mized in any way and therefore, exhibits significant performance
overheads. Nevertheless, the implementation serves to show that
RAID offers a solid protection against tampering with the return
address without interfering with the intended program semantics.

4.1 Implementation Details

ucc_raid uses two stack: a regular stack and a code stack. Because
we wanted to keep things simple with ucc_raid, we opted to split
the main program stack into two and use a chunk as a code stack
and the remaining chunk as a regular stack. The code stack is at 64
kilobytes from the regular stack, and this sets a 64-kilobytes size
limitation on the regular stack. It is important to note that this is a
soft limitation and can easily be adjusted by adjusting the total size
of the main program stack, and more importantly, the offset to the
code stack from the regular stack.

4.2 Modification to Prologue and Epilogue

ucc_raid modifies the prologue to encode three critical instructions:
ret, leave and dec ebp. As discussed before, only those bits of the
critical instructions that are known to be secure are encoded. The
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instructions that are encoded in the prologue of a function are
decoded in the same function’s epilogue before being executed.
Further, in an epilogue, ucc_raid also sets up the hlt sled in the
code stack and adds other dependent instructions. Moreover, a fake
function frame is created in the regular stack. All modifications
made to a function’s prologue and epilogue as implemented in
ucc_raid can be found in the appendix of the paper.

4.3 Performance

To understand how implementing RAID impacts the compile-time
performance of a compiler and run-time performance of an output
executable, we ran benchmarks with our prototype implementa-
tion, ucc_raid, and compared results with its parent compiler, ucc.
Our tests show that RAID has negligible compile-time overhead.
However, the run-time overhead of the unoptimized implemen-
tation is significant. In our tests, we hit the runtime overhead of
up to 900% which decreases proportionally with the decrease in
number of function calls in the source program. Upon tuning the
implementation and analyzing the execution time, we learned that
the encoding and decoding operations themselves do not incur sig-
nificant overhead, rather, jumping back and forth between the code
located in two different segments, namely the code segment and the
stack segment, is the source of the overhead. We strongly believe
that allocating the space for the code stack in the code segment,
rather than in the stack segment, significantly improves perfor-
mance. This, however, requires an operating system modification
for a secure and efficient implementation.

5 FUNCTIONAL COMPARISON WITH PRIOR
WORKS

In Section 2 we discussed some of the existing defenses against
return-manipulating attacks (and buffer overflow attacks, in gen-
eral). Here, we provide a more in-depth comparison between our
RAID approach and a related class of these existing defenses, high-
lighting the similarities/differences and the limitations/advantages.

Instruction Set Randomization (ISR): ISR randomizes the in-
struction set on a per-process basis. The similarity between ISR
and our technique lies in the parameter that is transformed: a set
of instructions. Another similarity lies in the intended effect: both
techniques rely on the execution of invalid instructions to cause
abnormal program termination in the course of an attack. However,
there are also important differences. First, our technique does not
randomize the instructions, but rather uses them as a trap. The
direct consequence is that our approach, unlike ISR, is not com-
promised by the revelation of the key used for the transformation.
Further, we do not randomize the whole instruction set, but rather
we just encode/decode a small sequence of instructions. This makes
our technique more practical.

RAD, Stack-Shield, Dual-Stack and Multi-Stack: RAD and sim-
ilar countermeasures are based on the concept of isolating critical
information away from the main stack. While RAID may not hold
obvious advantage over RAD and similar countermeasures, it is
important to understand that RAID is meant to illustrate a spe-
cific implementation of a more general technique. The underlying
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data-instruction dependency technique, which RAID is based on,
is extremely effective in the following setup: given some critical
data and a non-recursive and non-reentrant code that is always
executed right before the use of the critical data, the tampering
with the critical data can be neutralized by enforcing dependency
with the code. The same technique can be applied in the reverse
application—to protect against tampering with the code. Notice
that the requirement of a code stack is specific to RAID and not
the underlying data-instruction dependency technique. In some
cases, under certain assumptions, the requirement of a code stack
can be slacked for alternate implementations of RAID. Under such
implementations, the encoding/decoding operations are performed
directly over the actual program code without moving the instruc-
tions to a separate executable stack. An example implementation,
which assumes writable code segment, is provided in the appendix.

PointGuard: PointGuard encrypts/decrypts all code pointers by
applying an XOR mask of a randomly generated key. Our technique
bears two important similarities with PointGuard. First, the XOR
masking/unmasking process used in our approach is similar to that
used by PointGuard. Second, our approach relies on abnormal pro-
gram termination to stop the attacker from taking control over the
program, as does PointGuard. On the other side of the spectrum, the
main difference between our technique and PointGuard lies in the
parameter that is masked/unmasked: PointGuard masks the code
pointers while our technique masks a set of critical instructions.
Another important difference is the parameter used as a key for the
masking process: PointGuard uses a randomly generated value, but
our approach uses the return address of the caller function. In terms
of security, unlike PointGuard, our approach does not rely on the
secrecy of the key, or the unpredictably of the decoded value and is
therefore immune to buffer-overread attacks and lucky guessing.

6 CONCLUSIONS

In this paper, we discussed a new technique to neutralize attacks
that tamper with critical data. We introduced RAID as a specific im-
plementation of our technique focused on attacks that manipulate
the return address. RAID does not rely on complementary defenses
such as ASLR, DEP and StackGuard and can be used to protect other
critical data such as the frame pointer. Broadly speaking, RAID uses
a sequence of critical instructions as a trap against tampering with
the return address of a function. The trick is to ensure that the trap
is triggered whenever any bit of the return address is modified. We
demonstrated that RAID can be extremely effective against such
modifications. Future work will be focused on the construction of
trap gadgets, that are orthogonal to each other in the sense that
each trap is triggered independently of whether the previous traps
were triggered or not. The trap gadget architecture has the potential
to ameliorate the effort involved in the trap design process, and
should allow RAID to easily scale up to 64-bit architectures. Addi-
tional future work could focus on smart trap designs, that minimize
the computational overhead incurred at run time. B
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Neutralizing Manipulation of Critical Data by Enforcing Data-Instruction Dependency

A MODIFICATION TO PROLOGUE AND
EPILOGUE WITH UCC_RAID

The following code shows all modifications made to a function’s
prologue as implemented in ucc_raid.

# -(65536) (%hesp) to -(65536+3) (%esp) reserved for a hlt(0xF4) sled
# Encode the higher nibble of the ret instruction (0xC3)
movb (%esp), %bl
andb $oxof, %bl
xorb $0x0c, %bl
shlb $4, %bl
movb %bl, -(65536+4) (%esp)
# Encode the lower nibble of the leave instruction (@xC9)
movb (%esp), %bl
shrb $4, %bl
xorb $0x09, %bl
movb %bl, -(65536+5) (%esp)
# -(65536+6) (%esp) is used in the epilogue for another leave
instruction
# Encode the lower nibble of the dec ebp instruction (@x4D)
movw (%esp), %bx
shrw $8, %bx
xorb $0x@D, %bl
movb %bl, -(65536+7) (%esp)
# Original prologue
pushl %ebp
movl %esp, %ebp

The following code shows all modifications made to a function’s
epilogue as implemented in ucc_raid.

# Set up a hlt(oxF4) sled
movl $OxXF4F4F4F4, -(65536-1) (%ebp)
Decode the higher nibble of the ret instruction
movb 4(%ebp), %bl
andb $oxof, %bl
shlb $4, %bl
xorb %bl, -(65536) (%ebp)
Overwrite the lower nibble of the ret instruction
andb $0xf@, -(65536) (%ebp)
orb $0x03, -(65536) (%ebp)
Decode the lower nibble of the leave instruction
mov 4(%ebp), %bl
shrb $4, %bl
xorb %bl, -(65536+1) (%ebp)
Overwrite the higher nibble of the leave instruction
andb $0xof, -(65536+1) (%ebp)
orb $0xC0, -(65536+1)(%ebp)
Add another leave instruction
movb $0xC9, -(65536+2) (%ebp)
Decode the lower nibble of the dec ebp instruction
movw 4(%ebp), %bx
shrw $8, %bx
andb $oxeof, %bl
xorb %bl, -(65536+3)(%ebp)
Overwrite the higher nibble of the dec ebp instruction
andb $0xof, -(65536+3) (%ebp)
orb $0x40, -(65536+3) (%ebp)
Shift up the decoded instructions and use the freed space to
expand the size of the hlt sled
movl -(65536+3) (%ebp), %ebx
movl %ebx, -(65536+7) (%ebp)
movl $0xF4F4F4F4, -(65536+3) (%ebp)
Checkpoint (Edit to add a Breakpoint(@xCC) if required)
movb $0x90, -(65536+8) (%ebp)
Save the pointer to the decoded instructions
leal -(65536+8) (%ebp), %ebx
Create a fake function frame
pushl $0x00000000
pushl %ebp
movl %esp, %ebp
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pushl $0x00000000

incl %ebp

# Jump to the decoded instructions
pushl %ebx
ret

B AN ALTERNATIVE IMPLEMENTATION OF
RAID

In the following example, we show an example implementation
of RAID which does not require a second (executable) stack. The

critical data to protect is the return address of the function, somefunc.

This implementation assumes that the code segment is writable
and that somefunc is a non-recursive and non-reentrant function.

somefunc:
# Get the return address in bx register
mov bx, WORD PTR [esp]
# Encode the leave and ret instructions with bits ©0-15 of the return
address
xor WORD PTR [address_of_leave_ret], bx
# The usual function prologue
push ebp
mov ebp, esp

# The modified epilogue
# Get the return address in bx register
mov bx, WORD PTR 4[ebp]
# Decode the leave and ret instructions with bits 0-15 of the return
address
xor WORD PTR [address_of_leave_ret], bx
leave
ret

Next, we consider the add function from before and provide a
concrete example.

add:
# Get the return address in bx register
mov bx, WORD PTR [esp]
# Encode the leave and ret instructions with bits 0-15 of the return
address
xor WORD PTR [add_epil, bx
# The usual function prologue
push ebp
mov ebp, esp
sub esp, 4
mov edx, DWORD PTR 8[ebp]
mov eax, DWORD PTR 12[ebp]
add eax, edx
mov DWORD PTR -4[ebp], eax
mov eax, DWORD PTR -4[ebp]
# The modified epilogue
# Get the return address in bx register
mov bx, WORD PTR 4[ebp]
# Decode the leave and ret instructions with bits ©-15 of the return
address
xor WORD PTR [add_epil, bx
add_epi:
leave
ret
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